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ksei(® Response to the Pandemic

Indenesia Central
Securities Depository

April October December
Risk Reassessment Risk Certification to Risk Transfer Reassessment
Risk Owner- (Company Insurance)
Risk Officer
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November
March August Risk Awareness
Implementing Split Risk Control Self
Operation and Work From Assessment

Home (WFH), virtual

Monitoring and Reporting www.ksei.co.id |3



ksei(® Journey of Full Work From Home

Indenesia Central
Securities Depository

30 March -
21-22 March —
o ) ( Sy , N now
e Split operation in 3 * Monitoring of employees
different locations connection for full WFH
(home, main office, e Evaluation of o Adjustment of operational business e Implemented policy
and DRC site) employee connection hours of full WFH
to office with VPN o Adjustment of reporting and
correspondence mechanism
N N\ J N _J y

23-27 March

N

1. KSEI imposed virtual meeting to the employees. From March to Sept there were 256 meetings held via virtual “zoom”,
which was attended by 7. 129 participants and spent 18.683 MB in Zoom’s memory .

2. KSEI implemented digital signature as the approval process.
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ksei(® Reassessment of Risk

Indenesia Central
Securities Depository

Pandemic and
Working from Home.

<

Risk
Re-assessmen

<>

New Process
Business

Company
Restructuring

Incident.

KSEI's Risk Assessment during the WFH, based on 4 key causes
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ksei(®

Indenesia Central
Securities Depository
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ksei(® Risk Profile-2

Indenesia Central
Securities Depository

Some risk events need to be addressed due to wfh situation

Risk Event Risk Exposure

1. Noreplacement personnel due to force majeure (pandemic, earthquake, etc) Significant
2. Failed of Project Monitoring Medium

3. Ransomware attack Medium

4. Malware attack to the server and operating system Medium

5. Lossin investment activity Low

6. Targetof audit plan to the participants is not achieved Medium

7. Inadequacy of the rules compare to the existing business process Significant
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ksei(® Risk Control Self Assessment (RCSA)

Indenesia Central
Securities Depository

RCSA is a method used to assess and examine the effectiveness of specified control

= Updated Risk Policy

RI.Sk Risk Criteria
Register
e Updated SOP

KRI Risk Cause
\- J = Updated Working Instruction

RCSA assist the company to:

1. Encourage the awareness of the control owners.

2. Ensure the existing control.

3. Identify the alternative control used during the WFH period. wwwksei.coid| 8



ksei(®

Indenesia Central
Securities Depository

To respond WFH situation, currently we are
drafting the internal policy to conduct
several things:

e d Approval Process

 mmeemm S hipping Document

smmmnd Online Meeting

Alternative Control

Issues

1. Internal Document
2. External Document

Issues
1. Public Information

2. Confidential Information

Issue
Application Control available

Issue
COVID 19 Task Force.
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ksei(® Risk Certification

Indonesia Central

1. In 20-23 October 2020, in cooperation with Center for Risk Management and
Sustainability (CRMS), KSEI hold the virtual in-house-training and certification
to the 20 Risk Owners and Risk Officers.

2. The goal is to upgrade the qualification and knowledge of our Risk Owners and
Risk Officers.

3. The QRMA (Qualified Risk Management Analyst) certification, is endorsed by
National Professional Certification Board

4. All of the participants passed the result, and KSEI will conduct this program
again in 2021.
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ksei(® Risk Management Seminar

Indenesia Central
Securities Depository

Collaborated with RSM Indonesia, KSEI
held virtual Risk Seminar in November

20th 2020 1. Seminar Sessions

This seminar was discussing
about cyber risk, operational
risk, fraud risk and business
continuity.

"Emerging risks in the wake of covid-
19: evolving responses".

3. Virtual quiz
This session was hold to encourage the

attendance awareness about risk
management process and
implementation

2. WFH Questionnaire
This program was run in order to

discover the issues of wfh from
bottom-up perspectives.
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ksei(® Risk Management Seminar 2

Indenesia Central
Securities Depository

The questionnaire was distributed to 142 employees and successfully responded by 122 employees
Some highlights of the questionnaire are :

Early Pandemic Communication
3%

Communication with Working Partner

® Very Infomative
m Effective

m Not Effective

® Informative

® Less informative

Approval Process
7%

m Effective
m Not Effective
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ksei(®

Indenesia Central
Securities Depository

mom AC/DC -how rock’s biggest
NEWS band came back from the brink

New Zealand stock exchange halte«
by cyber-attack

* Comprehensive Crime

1. Bankers Blanket Bond Cover.
2. Electronic Crime Cover
3. Financial Indemnity.

8°c cLOUDY
TOKYO (12p.m.

MARKETS 10259 ¥/$(12a.m)

NEWS

OPINION

thejapantimes

LIFE

COMMUNITY

lanuari

Jumlah Serangan Siber Januari-Agustus

Februar

Th 2019

39,330,231

Maret

Th 2020
189,937,542

Apri

2019 W 2020

Mei

)

nge malfunctions in Japan include system errors that
ling for extended periods of time at least twice in 2012 (AP

Risk Transfer

Japan Exchange halts trading due to

network issue

* Cyber Risk

Nouhswh =

Data Administrative Investigations.
Data Administrative Fines.
Company Reputation.

Individual’s Reputation
Monitoring Cost

Restoring Electronic Data

Forensic Services

The growing number professional Indemnity and cyber claim in the world lead the insurance
companies to evaluate the coverage, retention and premium of their policy
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ksei(

Indonesia Central
Securities Depository

Indonesia Central Secutiries Depository
Indonesia Stock Exchange Building 1st Tower 5th Floor
JI. Jend. Sudirman kav. 52-53, Jakarta 12190 Indonesia

Call Center: (62-21) 515 2855
Toll Free: 0800 186 5734

@ www.ksei.co.id
@ksei.official



